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Course Overview
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Prerequisites (Recommended):
Mobile communication I
Mobile communication II

Implements Module:
M.inf.122 - Seminar Telematik I
M.Inf. 222 - Seminar Telematik II
M.Inf. 1122: Seminar Vertiefung 
Telematik (AI)
3.06 - Advanced Topics in Computer 
Networking I (ITIS)
Language
English

http://www.stud.informatik.uni-goettingen.de/mk1/ws/?en
http://www.stud.informatik.uni-goettingen.de/mk2/ws/?en
http://univz.uni-goettingen.de/qisserver/rds;;jsessionid=D83BF96847CDAA8585B56C944E4EC4D8.vs68?state=verpublish&status=init&vmfile=no&moduleCall=PordDetail&publishConfFile=pord&publishSubDir=pord&keep=y&pord.pordnr=368588
http://univz.uni-goettingen.de/qisserver/rds;?state=verpublish&status=init&vmfile=no&moduleCall=PordDetail&publishConfFile=pord&publishSubDir=pord&keep=y&pord.pordnr=367987
http://univz.uni-goettingen.de/qisserver/rds;?state=verpublish&status=init&vmfile=no&moduleCall=PordDetail&publishConfFile=pord&publishSubDir=pord&keep=y&pord.pordnr=367986
http://univz.uni-goettingen.de/qisserver/rds;;jsessionid=D83BF96847CDAA8585B56C944E4EC4D8.vs68?state=verpublish&status=init&vmfile=no&moduleCall=PordDetail&publishConfFile=pord&publishSubDir=pord&keep=y&pord.pordnr=
http://www.itis-graduateschool.de/web/content/lecture-details?cur_sem=2&lect=Network_Security_and_Privacy&back=all_lectures


Course Objectives

• Primary objectives:
– Learn some fundamentals of security and privacy 

issues in computer and wireless networks.
– Form the state of art on a certain topic.
– Provide a paper form report and a professional 

presentation for a chosen topic.

• Secondary objectives:
– Experience in preparing professional 

reports and presentations.
– Learn how to search for papers: 

• IEEExplore, ACM, Citeseerx, whitepapers….
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Hints on Reading papers
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QUICK SCAN
Title, Abstract, Subtitles , 

Figures, Conclusion, …

Is the 
paper 

interesting
?

Thorough Reading
Read carefully paper, discuss, 

analyze results….

Summarize paper contributions, 
possible enhancements?

Start

End

Yes

No



Report

• Requirements:
– In form of  IEEE conference template paper [two 

columns, 5-8 pages]: 
http://www.ieee.org/conferences_events/conferences/publi
shing/templates.html

– Organization:
• Abstract, 
• Introduction
• (Related work)
• Main part of your topic (model, discussion, analysis, 

simulations, results...) 
• Conclusion

– PDF + Editable(Latex, word...) format
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Hints on Writing Scientific Papers
• Abstract: not more than 100-150 words.
• Brief Introduction*: 

• Introduce problem (why important, motivate)
• (Related work).
• Outline your contribution.
• Outline paper structure.(This paper is organized as follows...)

• Body*:
• Problem, system model/architecture, basics...
• Discussion, anaylsis.
• Evaluation, results.

• Summary and conclusions.
• Bibliography.

*These points might vary with the subject topic.
*Source:http://www.cs.columbia.edu/~hgs/etc/writing-style.html
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Hints on Writing Scientific Papers

• Paragraphs should have a logical narrow flow.

• Avoid very long sentences.

• Clarify notations at first use.

• Write for the reader, not yourself.

• Not only show figures! Comment, Analyze and 
Abstract!

• Avoid spelling mistakes!!! Review several 
times!
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Presentation

• High-quality presentation

– Well-structured, correct spelling, professional layout.

– Duration of each presentation ~30 minutes + ~15 
minutes discussion.

– Slides presentation (e.g. Pdf, ppt, … )

• Compliance with set deadlines.
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Hints for the Presentation
• Rule of thumb:

– A slide containing a normal content takes about 1-2 minutes
 for 30 minutes approximately 20-26 slides.

• Basic guide
– Welcome your audience.
– Give an outline of the presentation.
– Try to speak without notes, do not read out loud everything from the 

slides word-by-word.
– Adjust your presentation speed so that the audience can follow.
– How to give a good research talk guide:
http://research.microsoft.com/en-us/um/people/simonpj/papers/giving-

a-talk/giving-a-talk.htm
http://www.ted.com/talks/nancy_duarte_the_secret_structure_of_great

_talks.html
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Security & Privacy Fundamentals

Security

Integrity

Confidentiality

Authentication

Non-
repudiation

Availability
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Privacy

User

(Who?)

Location

(Where)

Activity

(How?)

Confidentiality

(What?)



Applications

• Routing ProtocolsInternet

• Wireless Sensor NetworksWSN

• Mobile Ad hoc NetworksMANETs

• Vehicular NetworksVNETs

• Wireless Body Area Networks

• HealthcareWBANs

• PKE

• GPSWireless Localization

• Voice over IPVoIP
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Selected Topics
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1. Survey on Distance Measurement Approaches within Bluetooth Area

2. Overview of RFID: strong and weak points, privacy and security issues, applications, 

open questions. Data encoding on RFID-tags.

3. DOS Attacks against IEEE 802.11

4. Intrusion-Detection Systems in Wireless Networks

5. Vulnerability Analyses and Attacks on NFC Enabled Cell Phones

6. Privacy and security issues in RFID authentication protocols

7. RFID Malware

8. Anonymity in communication systems

9. Man-in-the-Middle Attacks on VoIP

10. Authentication in Voice over Internet Protocol (VoIP) 

11. Attacks of Trust and Reputation Systems

12. Key Management in Ad-hoc Networks 



Available Topics
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Course Plan
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No. Course Description Date

1 Register for the seminar by sending an email to the leading 

assistant. Please register as soon as possible to arrange the 

necessary amount of topics.

15.04.2013

2 Introduction Session (PDF) 15.04.2013

3 Finalize your topic 22.04.2013

4 Discussion of a draft of the report 21-24.05.2013

5 Register in FlexNow!. Students from ITIS should register in their 

examination system

24.05.2013

6 Submit the final report as PDF-file to the leading assistant. 10.06.2013

7 Recommended time for preparing the talk, discussion of the slides. 17.06.2013

8 Submit the slides. 20.06.2013

9 A week for discussion the slides with the leading assistant. 24-28.06.2013

10 Presentation of topics: tba, ca. 01-05.07.2013

11 Presentation of topics: tba

mailto:sviatoslav.edelev@informatik.uni-goettingen.de
http://www.stud.informatik.uni-goettingen.de/nsp/ss13/documents/NSP_SS13_rev.pdf


Grading points

• Report: 50%

• Presentation: 40%

• Active participation in seminar: 10%.

• Penalties may apply:

– Incompliance with set deadlines.

– Incomplete attendance of block seminar.
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